With the advent of digital media, which facilitate the physical and temporal separation of speaker and audience, the stripping away of the non-linguistic aspects of communication, and the increased sense of anonymity of interlocutors who are neither seen nor heard by one another, one wonders whether the immediate jewel of our souls is more easily filched now than it was in the predigital age. The aim of this article is to commence an investigation of what defamation means in the online setting. Although online defamation is a global phenomenon and therefore a global issue, the current investigation will be restricted to a study of the common law approach to online defamation. 3 Our goal is to determine whether there are any unique aspects of electronic communication and, if so, 2 W. Shakespeare, Othello, The Moor of Venice, Act III scene iii. 3 There is perhaps a larger and perhaps more important question -namely, whether a uniform approach to defamation might be formulated at the global level. Although a comprehensive response to the larger question is beyond the scope of the present inquiry, this investigation of the common law approach serves as a useful point of departure.
whether the uniqueness of electronic communication necessitates additional common law considerations when determining whether a particular communication carries a defamatory sense.
It should be admitted at the outset that the popular view espoused by traditional common law scholars is that society's recent infatuation with the Internet is purely hype and that those who purport to investigate 'Internet Law' do so at risk of "multi-disciplinary dilettantism. The fundamental premise underlying Professor Martin's outlook is that the medium of communication is irrelevant to any inquiry as to the content of its message.
This, of course, is tantamount to the assertion that the "message is the message" -which appears to be in direct contradiction to McLuhan's famous aphorism, "the medium is the message". 6 McLuhan's assertion implies that the meaning or influence of any medium is independent of the content it carries. It should be noted, however, that for McLuhan the 'message' of a medium is 'the sum of the changes that result from social use -the transformations in society that have come about through the use of an object ('medium')' 7 Thus, for McLuhan, the use of a medium changes the world around us, and the content carried in that medium is interpreted in the context of this changed world. This interpretation is entirely consistent with the central theme of this paper: the use of electronic media for communication alters the social context within which these communications are both produced and received, and thus the content of communication can be understood only when this modified context is taken into account.
In this article, we argue that the content of communication -specifically, content that might be interpreted as defamatory -must be examined in light of the context in which it is delivered. First, we will attempt to provide a partial explanation for the recent proliferation of defamation lawsuits resulting from electronic communication. 9 To this end we begin with an account of what it is that makes a statement defamatory, from a legal point of view. We then examine the effect that digital technology has had on the culture of communication. In particular, we argue that the lack of certain extra-linguistic cues and the absence of established cultural norms in the electronic environment often 12 Anonymous e-mail quoted in M. Dery, "Flame Wars" (1993) 92 South Atlantic Q. 559
Though the need to develop a tough outer skin is seen by many Internet enthusiasts as a small price to pay for the unprecedented freedom of speech that Internet users enjoy online, it is important to remember, as David Rindos certainly will remember, that flame wars often result in personal abuse and sometimes even irreparable harm to one's reputation. This is especially so when one considers the attitudes typically adopted by Internet flamers, who offer advice such as:
"make up things about your opponent" and "when in doubt, insult." 13 To the extent that flaming and other phenomena associated with online interaction threaten to injure reputation, we ought to be concerned about electronic miscommunication. As Justice Stewart once stated in a famous
American case prior to the popularization of electronic communication:
The right of man to the protection of his own reputation from unjustified invasion and wrongful hurt reflects no more than our basic concept of the essential dignity and worth of every human being -a concept at the root of any decent system of ordered liberty...
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To better understand how we ought to protect reputation from unjustified invasion and wrongful hurt resulting from electronic miscommunication, it is necessary to consider first how reputation has traditionally been protected in other media of communication. The formal social mechanism utilized to this end in Anglo-Canadian common law is the tort of defamation.
at 560.
The Law of Defamation
In Anglo-Canadian law, the tort of defamation is part of the private law. of civility that they have prescribed. By prohibiting socially unreasonable communications that cause reputational harm to individuals, defamation law is said to foster the preservation of a community's identity since it allows individuals within that community to interact and develop shared values and beliefs.
In order to enforce defamation law's rules of civility, a judge must rely on her or his own implicit vision of community life. 28 One aspect of this is that alleged defamatory communications cannot be considered apart from the context in which they are made. 29 As one court put it, "Words, This possibility notwithstanding, the flames of electronic misfire, though emotionally hurtful,
will not always result in a tendency to lower the reputation of the targeted individual in the estimation of the community -especially when one takes into account the culture, context and circumstances of electronic interaction. Thus it is doubtful whether such misfires in communication will always call for the legal protections provided by defamation law, which aims to secure the protection of individuals' relational interests, while balancing those interests against other core values such as freedom of expression and freedom of the press. In order to gain a clearer understanding of the factors that need to be considered when determining whether a statement is made in the online setting should be understood in a defamatory sense, it is therefore necessary to investigate the nature of electronic communication.
I I I . Communication in the Electronic Milieu
There are a number of different ways to interact online. One of the most prevalent forms of online communication is Usenet. In essence, Usenet is a world-wide distributed discussion system.
It consists of a set of newsgroups with names that are classified hierarchically by subject. Messages on any given subject are posted to a particular newsgroup by interested individuals. These messages are then broadcast to other computer systems via the Internet. The net effect is an asynchronous public discussion that hosts a wide variety of participants. Usually it is possible to post anonymous messages to Usenet, though this is not always the case with newsgroups that are moderated by an intermediary. Many newsgroups are unmoderated, leaving the norms of communication to be established by newsgroup participants. 32 Usenet was the medium through which David Rindos was defamed.
A second form of online interaction is facilitated by LISTSERV, a system that makes it possible to create, manage and control electronic mailing lists on a host computer. 33 The chief difference between Usenet and LISTSERV is that the former generates open, public communications while the latter is used to set up exclusive mailing lists. By setting up mailing lists, the LISTSERV host can create exclusive group and thereby temper the level of discussion. Both Usenet and LISTSERV can be distinguished from private email communications where one party chooses who he or she wishes to communicate with on any given occasion.
A third form of online interaction is realtime chat. Because this form of communication is The above forms of online interaction each embody in their own way to three important differences between communication in the electronic milieu and other contexts in which defamatory communications might take place. The first difference is that the technology-mediated and text-based character of electronic communication makes the process of communication more difficult, and the incidence of miscommunication more likely. The second difference is that the nature of social interaction in the online setting has a tendency to increase hostile communications that might be considered defamatory. The third difference is that the cultural context and standards of communication that develop in online communities will reduce the significance of these communications, potentially rendering harmless otherwise defamatory remarks by virtue of the culture in which they are pronounced. Let us consider each of these in turn.
Difficulties in the Communication Process
The received view is that face to face conversation is the de facto standard of human communication.
As one author puts it, "face-to-face conversation is the basic and primary use of language, all others being best described in terms of their manner of deviation from that base."
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As the 'basic' language setting, 36 face to face conversation has the following qualities, which can be divided into three major groups:
Aspects of space and time:
-participants share a physical environment (copresence) difficulty is an increase in miscommunication, and, potentially, an increase in hostile interchanges.
Hostile Social Interchange
In face to face conversation, our communication partners are known to us. Unless we live with a perceptual disability, we both see and hear those with whom we communicate. In this basic language setting, it would be difficult to argue that undisguised communicators could remain unidentified. By contrast, in text-based electronic communication interlocutors are neither seen nor heard by each other. Furthermore, identities, in the form of user-selected login names, are created by a few simple keystrokes. We choose our on-line identities, connecting to and disconnecting from these assumed identities at will. Moreover, we attribute the same quality to our partners in electronic communication -that is, we assume there is a relatively transient connection between an on-line persona and a physical self.
In its most extreme form, this disconnection supports the anonymity of interlocutors who temper their actions and communications to be seen in the best possible light -a concern that becomes less relevant when they believe themselves to be anonymous. Thus, we are more likely to provide assistance, 49 and less likely to act aggressively, 50 when we can be identified.
According to many researchers, loss of identity results in unrestrained behaviour. on behaviour lead to exactly the same prediction: increased levels of aggressive interpersonal communication.
According to available evidence, individuals involved in computer-mediated communication are more likely to act outside of community norms. For example, the safety and anonymity of a computer-based matchmaking system results in a greater proportion of women initiating relationships, and thus breaking free from traditional sex-role stereotypes. 53 At the same time, computer mediation seems to reduce differences in group participation that are based on status, reducing the degree to which high-status group members dominate communication. 54 Computermediated interactions also to increase self-disclosure of participants 55 , particularly with reference to behaviours that are often under-reported, such as alcohol consumption.
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One commonly-cited consequence of these reduced constraints is increased interpersonal verbal aggression, or flaming. 57 , When previously unacquainted groups of 2-4 people are asked to reach decisions, computer-mediated groups show greater degrees of advocacy, more equal participation, and higher levels of verbal aggression compared to groups meeting face to face. 58 Many studies have demonstrated that electronic communication is characterized, in part, by aggressive verbal interchanges. 59 Thus, observation suggests that verbal aggression is indeed common in electronically mediated interchanges.
Aggressive acts tend not to occur alone. In fact, escalating aggression, in which the aggression of one party in the interchange is inflamed by the aggressive acts of the other party, has been identified as a common form of interpersonal conflict by communication researchers. 60 Thus, hostile acts are observed to invoke retaliatory hostility, and hostile communications are no exception to this rule. In the electronic milieu, this type of conflict manifests as the typical 'flame war', which involves a prolonged exchange of aggressive communications between two or more interlocutors.
Aggressive communications often include potentially defamatory content. As we have seen, the anonymity inherent in the context of electronic communication will tend to increase the incidence of aggressive communication, and thus also increase the likelihood of defamatory content. The fact that aggressive communications will tend to provoke aggressive responses will exacerbate this tendency, and the public forum within which these interchanges take place may turn private insults and other aggressive discourse into defamatory comments.
The Reduced Significance of Hostile Communication in the Online Setting
As stated previously, the defamatory sense depends not only on the content of a communication, but also on the recipients' interpretation of that content. The same communication could be perceived as an accolade or an insult, depending on the context. Among computer hackers, being called a 'breakin artist' would be a compliment of the highest order, while among law enforcement officers or politicians the same comment could be taken as insulting and even defamatory. If it is common practice within a community to trade derogatory and even insulting remarks, such comments will be interpreted differently than if those comments breach the established social norms. American contexts, in that a preferred apology in the American context is spontaneous and original, while in the Japanese context, conforming to common linguistic practice is more highly valued. 62 People whose cultural heritage is Chinese, in contrast to those of an American background, tend to value emotional restraint and politeness as basic to communication. 63 Different sub-groups of US citizens hold different norms for aggressive behaviour, with some subcultures more accepting of interpersonal aggression. 64 We generally adhere to conversational rules in our communications, but people will normalize violations of these rules in response to task demands. For example, these norms may be breached to achieve fast, efficient communication. 65 Finally, the same individual may adopt different standards and practices of communication in different contexts. For example, Mayan women typically adhere to a norm of amicable and cooperative conversation. In the courtroom, however, the accepted style of communication allows these same women to publicly display anger and indignation. 66 Obviously, standards and practices of communication are affected both by those with whom one is interacting, and by the situation in which the interaction takes place.
On-line communities, being accessible to individuals across the globe, are unlikely to comprise groups of participants who share common communication standards and practices. As discussed above, these standards and practices differ across cultures, communities, and circumstances. Given that some on-line communities bring together individuals from across the globe, cultural differences will virtually ensure that they do not at the outset share communication standards and practices. On-line standards and practices of communication will be established over time within a specific community, perhaps even explicitly negotiated by participants. Given this circumstance, it is interesting to note that the negotiation of personal boundaries within heterogeneous groups is often associated with incidents of miscommunication; 67 furthermore, failure to recognize cultural differences (which may not be immediately obvious in an on-line interaction) leads to negative interpersonal evaluations, 68 which could in turn promote hostile relations. We might expect, therefore, that in on-line communities miscommunication will be exacerbated, and verbal aggression increased, during the process of establishing group norms.
Historically, the Internet has been dominated by men, with women consistently representing the minority of Internet users. 69 Men consistently show a greater degree of verbal aggression than do women. 70 An examination of on-line discussion groups reveals that postings by men tend to be more adversarial than postings by women, including "put-downs, strong, often contentious assertions (and) sarcasm." 71 Furthermore, men place an increased value on "freedom from censorship, forthright and open expression, and  debate as a means to advance the pursuit of knowledge" in contrast to women, who tend to value harmonious interpersonal interaction. 72 Thus, the research suggests that verbal aggression will be more common in contexts dominated by men.
Is there any evidence that these aggressive communications will come to define a group norm?
As indicated above, research has shown that group members tend to conform to group standards, particularly when the individual members perceive themselves as being anonymous. Thus, especially under conditions approaching anonymity, the perceived group standards tend to override personal values or beliefs. The electronic milieu, in which real world identity is often not revealed, exactly fits this situation. At least one recent study reports data consistent with this assertion, demonstrating that individual conduct in realtime chat rooms, specifically participation in flaming, is affected by the perceived norms of the group. In this study, participants report that they are less likely to "send 'flaming' or hostile messages" when they "believe that there is an unwritten code of conduct that people must follow in chat rooms". 73 It seems, therefore, that the tendency to conform to group behaviour in the on-line context may lead to a standard of communication that allows a greater degree of verbal aggression.
Where verbal conflict is both commonplace and accepted, the meaning of the interchange tends to lie outside the specific words that are exchanged. For example, although aggression is generally unacceptable, in a context where aggressive communications are common, these same communications are unlikely to engender strong social sanctions. Just as we evaluate the conduct of others relative to our own actions, 74 we evaluate the communications of others relative to our own 72 Ibid. at para. 5. another person who does the same. Likewise, in a context where verbal aggression is common, the veracity of the statements is not at issue. In such situations, it is the process of the interchange that matters. 75 The likely consequence is that such messages will increase in both intensity and frequency, reducing even further any possibility of negative sanctions for the aggression. Thus, among
Jewish-American adults, argument is an accepted form of sociability 76 , and among Italian children, artful and creative participation in disputes is a valued skill. 77 'Ritual insulting' is honed to a fine art among some groups of adolescent males, with an important role in establishing power and leadership within the group. This will no doubt give rise to unexpected results in online defamation lawsuits. In some instances, online defamation suits will fail even though they might have succeeded had the same communication taken place in other contexts. Anomalies notwithstanding, if electronic communication is by nature more hostile, it will be important for judges and juries to take notice of this fact when determining whether a particular remark is defamatory. the hacker community, such a remark would almost certainly be worn as a badge of honour, a badge that would in fact enhance, rather than diminish, a hacker's reputation. 84 Of course, given that the appropriate inquiry of a court is to determine the tendency of such an accusation to result in reputational harm rather than to measure its real life effect, a community's actual reaction will not always be determinative. According to our courts, there are some segments of a society that are considered "so small as to be negligible." 85 Alternatively, there are other segments of society "whose standards are so anti-social that it is not proper for the courts to recognize them." 86 For example, it would be extremely unlikely that a member of the Ku Klux Klan would succeed in a defamation suit for being called a "nigger-lover". 87 Though such a statement could well have the tendency to cause the Klansman to be shunned by his fellow Klansmen, our courts will not protect his relational interests on public policy grounds; courts will refuse to recognize his People meet, and talk, and live, in cyberspace in ways not possible in real space.
They build and define themselves in cyberspace in ways not possible in real space.
The typical form is something called a MUD or MOO, where people not only speak, but they act, or more precisely, emote; where they not only engage in conversation, but also move around, where they touch, they assault, they construct. Players build the world within which they live, and these constructions survive over time, for others to play with or change. This is a world where individuals not only are individually plastic, but where the world itself becomes plastic.
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Given the relative recency of online associations such as MUDs and MOOs, not to mention other theoretical uncertainties surrounding virtual communities, it is no easy task to predict or characterize who are the "right thinking members" of a particular online community or which groups will or should count as a "substantial and respectable online minority." A realization of this difficulty has spawned some scholars, such as Lessig, to offer the following prescription:
Cyberspace is elsewhere and before carving the First Amendment into its silicon, we should give the culture a chance to understand it. ... A prudent Court would let these issues evolve, long into this revolution, until the nature of the beast became a bit more defined.
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Although in an ideal world Lessig is most certainly right, the fact of the matter is that online defamation cases are clearly on the rise. 95 More and more, our courts are being forced to confront the beast, despite the fact that the beast is not well understood. Some cases, like the case of the anthropology professor David Rindos, are relatively straightforward. Even if an online conference is less formal and more hostile than conferences such as those that academics attend in person, it is quite clear that the remarks made by the defendant Jarvis 96 would indeed be understood as socially unreasonable communication by the members of the discussion group known as ANTHRO-L. It is equally obvious that the effect of those remarks would tend to injure the reputation of David Rindos, both online and offline, so as to entitle him to a substantial monetary award to compensate for the tortious interference with his relational interests. But other cases yet to be heard by our courts are sure to be more challenging.
V.Conclusion
94 Ibid. at 1753. 96 Supra note 1.
In this article, we have argued that some of the more difficult online defamation cases will require the courts to develop a deeper awareness of the contextual challenges that coincide with electronic communication. Other cases will require the courts to take into account the possibility that individuals tend to conduct themselves differently when they communicate electronically. Still other cases, we have also argued, will require the courts to consider the possibility that new and different kinds of communities exist online. Although these relatively unique aspects of the electronic milieu certainly do not delete or in any other way eliminate the legal norms applicable to other media of communication, the unique aspects of electronic communication might well have an impact on the court's inquiry as to whether right thinking members of the community would understand a particular communication as defamatory.
If this is correct, there is good reason to discard the naive point of view cited at the outset of this article, which holds that the medium of communication is irrelevant to an inquiry as to whether a particular communication is defamatory. There is also good reason to discard the conclusion said to flow from that point of view, namely, that a libel published through the Internet ought to be dealt with in exactly the same way that a libel published in a newspaper is dealt with.
It follows that there is a need for further empirical research about the content that is produced as a consequence of contextual challenges in electronic communication, as well as a need for further research on the nature of interaction between individuals and groups in the online setting. Equally important is the need for courts to pay attention to the results generated by such research. Unless they do, courts are sure to make mistakes when determining whether a particular electronic communication is defamatory.
